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REPORTING VIOLATIONS OF DISCLOSURE OF PROTECTED HEALTH INFORMATION OR INFORMATION SYSTEM OPERATIONS

PROCEDURE:  All Bluebonnet Trails Community Services (BTCS) workforce members and business associates have an obligation to report any activity that appears to violate applicable laws, regulations, rules, policies, procedures or BTCS’ standards of conduct through BTCS’ routine administrative process.  All BTCS workforce members are strongly encouraged to report conduct that is unlawful or otherwise violates professional or business standard.

A BTCS workforce member or business associate is not considered to have violated the requirements of BTCS policy regarding disclosure of protected health information provided that the workforce member or business associate believes, in good faith, that BTCS has:

· engaged in conduct that is unlawful or otherwise violates professional or clinical standards, or

· the care, services or conditions provided by BTCS potentially endangers one or more consumers, workers or the public.

BTCS will not retaliate, threaten, coerce, discriminate against or take any retaliatory action against any person that, in good faith:

· discloses or threatens to disclose information about a situation he or she believes is inappropriate or potentially illegal;

· provides information to or testifies against the alleged offending individual or BTCS;

· objects to or refuses to participate in an activity he or she believes to be in violation of law, BTCS policy or accreditation or certification requirements; or

· participates in any compliance review, investigation or peer review process authorized by BTCS; or

· files a valid or legitimate report or complaint or incident report.

The BTCS workforce member or business associate may only report the suspected violation to:

· the worker’s immediate supervisor or BTCS Compliance Officer; 

· a health oversight agency or public health authority authorized by law to investigate or otherwise oversee the relevant conduct or conditions of BTCS:

· an appropriate health care accreditation organization for the purpose of reporting the allegation of failure to meet professional standards or misconduct by BTCS; or

· an attorney retained by or on the behalf of the workforce member or business associate for the purpose of determining the legal options of the workforce member or business associate with regard to BTCS’ conduct.

Definitions:

Business Associate:  A person of entity providing specified functions, activities or services for or to BTCS involving the use or disclosure of protected health information.  A Third Party Administrator (TPA) is a business associate that performs claims administration and related business functions for a self-insured entity.  A Healthcare Clearinghouse is a business associate that translates data to or from a standard format in behalf of a covered entity.  A Chain of Trust Agreement (from the Security Regulations) is a type of contract needed to extend the responsibility to protect healthcare data across a series of subcontractual relationships.  While a business associate is an entity that performs certain business functions for BTCS, a Trading Partner is an external entity, such as a customer, that you do business with.  This relationship can be formalized via a Trading Partner Agreement.  It is quite possible to be a trading partner of an entity for some purposes, and a business associate of that entity for other purposes.

Disclosure:  Releasing, transferring, providing access to or divulging in any manner protected health information outside BTCS.

Information Systems:  Includes the computers, network Internet connections, software applications and electronic mail systems made available to the workforce users; and are intended for use to support the business of BTCS and to help BTCS workforce perform their duties.
Protected Health Information (PHI):  Any information that the BTCS creates or receives that relates to the past, present or future physical or mental health condition of a consumer; or payment for services provided to the consumer; and which identifies or can be used to identify the consumer.

Workforce:  Employees, volunteers, trainees and other persons whose conduct, in the performance of work for BTCS, is under the direct control or supervision of BTCS whether or not they are paid by BTCS.

