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REMOVAL OF PROTECTED HEALTH INFORMATION FROM BTCS PREMISES
PROCEDURE: Bluebonnet Trails Community Services (BTCS) will prevent unauthorized disclosure of protected health information as a result of transporting the protected health information from one location to another.  The logging of the removal of original medical records practiced by BTCS will assist with the tracking of unauthorized disclosures.  

Removal of the Physical Hard Copy of the Protected Health Information.  The BTCS workforce will adhere to the BTCS Policy for Check Out or Removal of the Consumer Medical Record.  This includes, but is not limited to:

· recording the date of removal, description of the information removed and the person possessing the information;

· reasonably securing and protecting the hard copy version of the record at all times;

· if traveling in a vehicle, transporting protected health information in a secured area of the vehicle such as the trunk where the information cannot be seen from the outside;

· if providing services in the consumer’s home, carrying only the protected health information of the consumer receiving services ensuring records of other consumers remain securely stored and protected;

· if the BTCS workforce member is working with protected health information in the BTCS workforce member’s home, viewing the information in a manner that other family members or guests do not inadvertently view or have access to the protected health information; and

· immediately returning protected health information once the BTCS workforce member’s responsibility has been accomplished.

Removal of Protected Health Information Stored on Electronic Devices.  BTCS allows for the removal of protected health information stored on electronic devices by the BTCS workforce member assigned to the electronic device following the workforce member receiving training and documented notice of understanding of the BTCS Employment Practices Policies:

· Policy 32, Mandatory Education and Training;

· Policy 33, Approved Uses of BTCS Information Systems; and

· Policy 34, Reporting Violations of Disclosure of Protected Health Information or Information System Operations
Definitions:

Disclosure:  Releasing, transferring, providing access to or divulging in any manner protected health information outside BTCS.

Protected Health Information (PHI):  Any information that BTCS creates or receives that relates to the past, present or future physical or mental health condition of a consumer; or payment for services provided to the consumer; and which identifies or can be used to identify the consumer.

Use:  The sharing, employment, application, utilization, examination or analysis of protected health information within BTCS.

Workforce:  Employees, volunteers, trainees and other persons whose conduct, in the performance of work for BTCS, is under the direct control or supervision of BTCS whether or not they are paid by BTCS. 

