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MITIGATION AFTER IMPROPER USE OR DISCLOSURE OF PROTECTED HEALTH INFORMATION

PROCEDURE: Bluebonnet Trails Community Services (BTCS) has a duty to ensure the proper use and disclosure of protected health information.  To the extent practicable, BTCS will mitigate any harmful effect that becomes known to BTCS as a result of a use or disclosure of protected health information in violation of BTCS’s policies and procedures or applicable law.

Mitigation may include, but is not limited to, the following:

· integrating BTCS incident reporting process to include reporting of adverse privacy incidences;

· addressing, investigating and taking operational and procedural corrective measures to remedy violations; 

· taking employment actions to re-train, reprimand or discipline employees as necessary up to and including termination; and

· addressing issues with business associates once BTCS is aware of a breach of privacy.

BTCS will take reasonable steps based on the knowledge of:

· where the information has been disclosed;

· how it might be used to cause harm to the consumer or another person; and

· what steps can actually have a mitigating effect.

Definitions:

Business Associate:  A person of entity providing specified functions, activities or services for or to BTCS involving the use or disclosure of protected health information.  A Third Party Administrator (TPA) is a business associate that performs claims administration and related business functions for a self-insured entity.  A Healthcare Clearinghouse is a business associate that translates data to or from a standard format in behalf of a covered entity.  A Chain of Trust Agreement (from the Security Regulations) is a type of contract needed to extend the responsibility to protect healthcare data across a series of subcontractual relationships.  While a business associate is an entity that performs certain business functions for BTCS, a Trading Partner is an external entity, such as a customer, that you do business with.  This relationship can be formalized via a Trading Partner Agreement.  It is quite possible to be a trading partner of an entity for some purposes, and a business associate of that entity for other purposes.

Disclosure:  Releasing, transferring, providing access to or divulging in any manner protected health information outside BTCS.

Mitigation:  To lessen or alleviate any harmful effect resulting in the use or disclosure of protected health information in violation of BTCS's policies and procedures.

Protected Health Information (PHI):  Any information that BTCS creates or receives that relates to the past, present or future physical or mental health condition of a consumer; or payment for services provided to the consumer; and which identifies or can be used to identify the consumer.

Use:  The sharing, employment, application, utilization, examination or analysis of protected health information within BTCS.

