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MANAGEMENT OF INFORMATION SYSTEMS

PROCEDURE: Bluebonnet Trails Community Services (BTCMHMR) will have in place appropriate administrative, technical and physical safeguards to protect the privacy of protected health information.  BTCS will assess the nature of the protected health information, and the nature and scope of its business, and will implement safeguards that are reasonable for its particular circumstances.

BTCS will implement the following information systems procedures to protect information from improper use or disclosure.

Authentication of User Identity.  Each person authorized to use BTCS’ information systems will be issued a unique user identity.  User identities are confidential and whereby users will not share their confidential user identity with other people.  When users log onto the BTCS information system, the user will be asked to enter a user identity.

Authentication of the identity may include:  biometric identification, a personal identification access code or number (PIN), telephone callback, or a physical token or card for authentication of identity.

Password Management.  Each authorized user will be issued a temporary password.  Passwords are to remain confidential and will not be shared with other people.  The first time a user logs into the information system, the user will be asked to change their password to one created by the user.  Users are expected to follow these guidelines when creating passwords:

· make at least 6 characters in length;

· mix letters and numbers, if possible;

· avoid the use of words;

· avoid the use of names of family members, pets, favorite sports teams or other obvious passwords;

· never use the word “password” as your password; and

· avoid writing down the password and leaving it in an obvious place such as under a keyboard or on a note on the monitor..

Users Passwords will be changed every  90 days.  Users will not be allowed to switch back and forth between two or three passwords.

Automatic Logoff.  The BTCS information system will automatically logoff users whose identity and right of access cannot be authenticated after 3 attempts.  Users who have difficulty logging onto the information systems will report the problem to the BTCS Systems Administrator. Users will be automatically logged out at 10:00pm.

Access Control.  Permission for individual access to protected health information will be based upon the role each authorized person performs and the records each authorized person needs to perform that work.  (Refer to Policy 2, Minimum Necessary Use and Disclosure of Protected Health Information regarding role based access.)  The unique identity of an authorized user will determine the user’s access to records within the information systems.  Permission will also be based on specific system use training and demonstrating proficiency

Workstation Use.  BTCS will determine the hardware and software to be installed on each workstation, including portable computers.  Users are not permitted to install additional hardware or software without the written permission of the BTCS System Administrator.  This includes free software or shareware downloaded from the Internet.

Virus Protection.  All information systems used by BTCS are protected against viruses or other malicious software intrusions into the BTCS’ network systems.  Any portable computer or home computer used for business purposes must have virus protection software installed.  Users may not attempt to bypass the virus protection software or notification of software updates.

Firewalls.  The BTCS’ information systems include firewalls and intrusion detection software to prevent access by unauthorized persons.  Portable computers and home computers used for business purposes must also have use of or access to the firewalls and intrusion detection systems.

Disposal of Electronic Media.  If BTCS or a user wishes to dispose of any portable computer, home computer used for business purposes, PDA, floppy disk, CD-R, CD-RW, tape or other electronic media that includes records of confidential company information or protected health information, the user will notify the BTCS Systems Administrator.  The storage devices on such electronic media will be wiped clean by software designed to eliminate ghost images of the records or will be physically destroyed.  The BTCS Systems Administrator will be responsible for determining and implementing the most appropriate method of disposal.  (Refer to Policy 31, Disposal of Protected Health Information regarding employee responsibilities to comply with this policy.)

Equipment Control.  The user will be formally issued any information systems equipment the user requires based upon the determination of the user’s defined role based access to protected health information.  A user that wishes to bring information systems equipment to BTCS, or use home computers for business purposes, must advise their supervisor and notify the Systems Administrator to receive documented authorization to do so.  The authorization will include the user’s signed acceptance that the issues within this policy will be strictly followed.

Electronic Mail.  All electronic messages originated or transported within or received into the BTCS’ electronic mail system are the property of BTCS.  (Refer to Policy 27, Electronic Mail Containing Protected Health Information, regarding user obligations.)  Any electronic mail pertaining to a consumer receiving services from BTCS will be filed in the consumer’s electronic or paper clinical record.  BTCS will follow a designated schedule to delete and remove electronic mail messages that are no longer pertinent to BTCS business.  

Internet Access.  Authorized users may access the Internet through the BTCS’ network.  Access to the Internet will be for the business purposes of BTCS except for incidental personal use as described in Policy 33, Approved and Prohibited Uses of BTCS Information Systems.  Users will not be allowed to access the Internet using modems except as expressly requested by the user’s supervisor and as authorized by the Systems Administrator.  This request and authorization will be documented.

Remote Access.  BTCS will allow a limited number of users the right to access the information systems from remote locations.  Remote access rights must be determined by the need for role based access (Refer to Policy 2, Minimum Necessary Use and Disclosure of Protected Health Information), must be approved by the user’s supervisor and must be authorized by the Systems Administrator.  The allowance for this access will be documented.  

Data Backup and Disaster Recovery Plan.  BTCS will adhere to a data backup plan based upon the assessed value of the data held by BTCS.  The System Administrator will periodically test such backup to ensure the integrity of the data should it be necessary to recover the data from a backup system.  The System Administrator will adhere to the BTCS’ Disaster Preparedness Plan/Emergency Operation Plan in the event of a disaster necessitating action regarding the data systems.

BTCS Clearinghouse Systems.   BTCS will isolate the healthcare clearinghouse functions from the rest of the healthcare data systems.  BTCS may address this through role-based access authorization.  (Note to BTCSs:  This section is necessary only for BTCSs utilizing healthcare clearinghouse functions/systems that relate to the submission of claims data.)

Enforcement.  Enforcement of this policy will be acted upon as described in Policy 33, Approved and Prohibited Uses of BTCS Information Systems.

Definitions:

Clearinghouse System:  Under HIPAA, this is an entity that processes or facilitates the processing of information received from another entity in a nonstandard format or containing nonstandard data content into standard data elements or a standard transaction, or that receives a standard transaction from another entity and processes or facilitates the processing of that information into nonstandard format or nonstandard data content for a receiving entity. 

Disclosure:  Releasing, transferring, providing access to or divulging in any manner protected health information outside BTCS.

Information Systems:  Includes the computers, network Internet connections, software applications and electronic mail systems made available to the workforce users; and are intended for use to support the business of BTCS and to help BTCS workforce perform their duties.
Protected Health Information (PHI):  Any information that BTCS creates or receives that relates to the past, present or future physical or mental health condition of a consumer; or payment for services provided to the consumer; and which identifies or can be used to identify the consumer.

Workforce:  Employees, volunteers, trainees and other persons whose conduct, in the performance of work for BTCS, is under the direct control or supervision of BTCS whether or not they are paid by BTCS.

