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GENERAL POLICY REGARDING USES AND DISCLOSURES OF PROTECTED HEALTH INFORMATION
PURPOSE:  In the course of Bluebonnet Trails Community Services (BTCS) business, the BTCS workforce creates or receives confidential information about consumers.  This includes information about their life history, their physical or mental health and financial information.  BTCS has an ethical and legal obligation to safeguard the privacy of that information from any intentional or unintentional use or disclosure; and to limit incidental use or disclosures pursuant to an otherwise permitted or required use or disclosure.
PROCEDURE:  Procedures will identify and address possible identity theft in compliance with all federal and state laws pertaining to identity theft or “Red Flag Rules” such as those pursuant to the Fair and Accurate Credit Transactions Act of 2003.

Definitions:
Consumer:  A person who, voluntarily or involuntarily, is seeking, receiving, or has sought or received services or treatment from BTCS.

Covered Entity:  Includes:  (1) health care plans – any consumer or group plan that provides, or pays the cost of, medical care.  This specifically includes, but is not limited to, Medicare, Medicaid, health insurance programs, HMOs, employer sponsored group health plans covered by ERISA, military health programs, CHAMPUS and the Federal Employees Health Benefit Plan; (2) health care clearinghouses - broadly defined to mean organizations that process non-standard data elements of health information into standard data elements; and (3) health care providers who transmits any health information in electronic form in connection with a HIPAA transaction.  The “rule of thumb” is that a provider that has a Medicare ID number and uses computers to support business operations is probably a HIPAA covered entity.   A Community MHDD Center falls under numbers (1) and (3).

De-identification:  The elimination of all information that might distinguish the consumer’s identity.

Disclosure:  Releasing, transferring, providing access to or divulging in any manner protected health information outside the Center.

Encryption:  The transformation of data into a form unreadable by anyone without a secret decryption key.  Its purpose is to ensure privacy by keeping the information hidden from anyone for whom it is not intended.  In relation to security, it is the ciphering of data by applying an algorithm to plain text to convert it to cipher text so that the text becomes unintelligible.  Once encrypted, data can be stored or transmitted over unsecured lines. 

Health Care:  Care, services or supplies related to the health of a consumer including:  (1) preventive, diagnostic, rehabilitative, maintenance or palliative care; (2) counseling, service, assessment or procedure with respect to physical or mental condition or functional status of a consumer that affects the structure or function of the body; and (3) sale or dispensing of a drug, device, equipment or other item in accordance with a prescription.

Health Care Operations:  Includes any of the following activities:  (1) conducting quality assessments and improvement activities; (2) population-based activities related to improving health and reducing costs, protocol development, case management and case coordination, contacting consumers with information about treatment alternatives and related functions that do not involve treatment; (3) reviewing the completeness or qualifications of health care professionals, evaluating practitioner and provider performance, accreditation, certification, licensing or credentialing activities; (4) conducting training programs in which students, trainees or practitioners in area of health care learn, under supervision, to practice or improve their skills as health care providers; (5) conducting or arranging for medical review, legal services and auditing functions to include fraud and abuse detection and compliance programs; (6) business management, planning and development and general administrative activities; (7) resolution of internal grievances; and (8) creating de-identified information. 

Health Care Provider:  A provider of health care services or any person or organization who furnishes, bills or is paid for health care in the normal course of BTCS business.

Incidental Use or Disclosure:  Use or disclosure of protected health information as a by-product of an otherwise permitted use or disclosure.  The use or disclosure cannot reasonably be prevented and is limited in nature. 
Limited Data Set:  A subset of protected health information that does not include or directly distinguish the consumer’s identity, but which certain potentially identifying information remains.  This information may be used for the purposes of research, public health or health care operations.

Mitigate:  To lessen or alleviate any harmful effect resulting in the use or disclosure of protected health information in violation of  BTCS's policies and procedures.

Payment:  Activities undertaken by BTCS to obtain or provide reimbursement for the provision of health care to a consumer including:  (1) eligibility determination or coverage and adjudication or subrogation of health benefit claims; (2) billing, claims management, collection activities and related health care data processing; (3) review of health care services with respect to medical necessity, coverage under a health insurance plan, appropriateness of care or justification of charges; and (4) utilization review activities including precertification and preauthorization of services, concurrent and retrospective reviews.

Privacy Officer:  Person appointed by the Center responsible for the oversight and implementation of  BTCS privacy policies and procedures.

Protected Health Information (PHI):  Any information that the Center creates or receives that relates to the past, present or future physical or mental health condition of a consumer; or payment for services provided to the consumer; and which identifies or can be used to identify the consumer.

Treatment:  The provision, coordination or management of health care and services by one or more health care providers including:  (1) coordination of management of care between  BTCS and a provider; (2) consultation among health care providers relating to a consumer; or (3)  the referral of a consumer for health care from BTCS to a health care provider or from one health care provider to another.

Use:  The sharing, employment, application, utilization, examination or analysis of protected health information within  BTCS.
Workforce:  Employees, volunteers, trainees and other persons whose conduct, in the performance of work for  BTCS, is under the direct control or supervision of the Center whether or not they are paid by  BTCS.

 To protect health information,  BTCS will:

· reasonably safeguard protected health information from any intentional or unintentional use or disclosure that is in violation of state or federal health information privacy laws;

· limit incidental uses or disclosure of protected health information pursuant to an otherwise permitted use or disclosure;

· disclose the minimum necessary amount of information to requesting parties in order to complete the desired task; 

· mitigate, to the extent possible, any harmful effect that is known to BTCS of a use or disclosure of protected health information in violation of state or federal medical privacy laws;

· limit the access of employees, volunteers and contractors to information about consumers to the information they need to successfully accomplish their assigned tasks; and

· identify and impose appropriate sanctions against members of its workforce who fail to comply with the requirements of state and federal medical privacy laws and will document the sanctions imposed.

BTCS may use and disclose protected health information for:

· its own treatment, payment or health care operations;

· treatment activities of a health care provider;

· payment activities of another covered entity or health care provider;

· another covered entity that participates in an organized health care arrangement with  BTCS for any health care operation activities; or

· the health care operation activities of another covered entity or health care provider if  BTCS and the entity have has or had a relationship with the consumer who is the subject of the protected health information requested, and the disclosure is:

· for a purpose listed in the definition of health care operations; or

· for the purpose of health care fraud and abuse detection or compliance.

Use and Disclosure of Limited Data Sets.  BTCS may disclose a limited data set only for the purposes of research, public health or health care operations.  A limited data set is defined to be protected health information that excludes the following direct identifiers of the individual or of relatives, employers, or household members of the individual:

· names;

· postal address information, other than town or city, State, and zip code;

· telephone numbers;

· fax numbers;

· electronic mail addresses;

· social security numbers;

· medical record numbers;

· health plan beneficiary numbers;

· account numbers;

· certificate/license numbers;

· vehicle identifiers and serial numbers, including license plate numbers;

· device identifiers and serial numbers;

· Web Universal Resource Locators (URLs);

· internet Protocol (IP) address numbers;

· biometric identifiers, including finger and voice prints; and

· full face photographic images and any comparable images.

If BTCS intends to disclose a limited data set to a third party, BTCS will enter into a written business associate agreement that contains a data use agreement with the recipient of the data as described in Policy 35, Business Associate Agreements, located in Operating Procedures on the BT shared drive.   

Disclosure of limited data sets are exempt from inclusion on the accounting of disclosures for consumers as described in Policy 23, Requests for Accounting of Disclosures of Protected Health Information, located in Operating Procedures on the BT shared drive.   

De-identification of Protected Health Information.  BTCS will determine if information can be considered to be de-identified based upon:

· the determination of a person with appropriate knowledge of and experience with generally accepted statistical and scientific principles and methods for rendering information that the information is not individually identifiable;

· the risk is very small that the information could be used, alone or in combination with other reasonably available information to identify an individual who is a subject of the information; or

· certain identifiers of the individual, or of relatives, employers or household members are removed from the record, including:

· names;

· geographic subdivisions smaller than a state, including street address, city, county, precinct, zip code (except for the initial three digits of a zip code for an area with a population over 20,000);  

· all elements of dates related to an individual, including birth date, admission date, discharge date, date of death; and all ages over 89;

· telephone numbers;

· fax numbers;

· electronic mail addresses;

· social security numbers;

· medical record numbers;

· health plan beneficiary numbers;

· account numbers;

· certificate/license numbers;

· vehicle identifiers and serial numbers, including license plate numbers;

· device identifiers and serial numbers;

· Web Universal Resource Locators (URLs);

· internet Protocol (IP) address numbers;

· biometric identifiers, including finger and voiceprints;

· full face photographic images and any comparable images; and

· any other unique identifying number, characteristic, or code.  

Whenever possible, de-identified protected health information will be used for quality assurance monitoring and routine utilization reporting.  If de-identified protected health information cannot be used, a limited data set will be considered, whenever possible.  If the removal of protected health information is not practical or does not meet the appropriate needs to conduct authorized BTCS business, the BTCS Privacy Officer will be contacted for review and approval of the disclosure.

If used by BTCS, the Center will secure any keys or encryption devices used to de-identify protected health information. The assessed need for and use of encryption is described in Policy 27, Electronic Mail Containing Protected Health Information, located in Operating Procedures on the BT shared drive.   

BTCS Privacy Officer.  BTCS has appointed a Privacy Officer responsible for the oversight of the implementation of the BTCS privacy policies and procedures.  Questions regarding policies and procedures, requests to exercise consumer rights; and complaints should first be directed to the Privacy Officer.  The BTCS Privacy Officer is: the Director of Medical Records who may be reached at (512)-244-8324 or beth.mcclary@bluebonnetmhmr.org.
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