BLUEBONNET TRAILS COMMUNITY SERVICES
	Original effective date:  4/14/03
	Operating Procedure

	Revised:
	HIPAA

	Approved:
	Facsimile Transmittal of PHI  



FACSIMILE TRANSMITTAL OF PROTECTED HEALTH INFORMATION

PROCEDURE:  Bluebonnet Trails Community Services (BTCS) workforce will strictly observe the standards relating to facsimile communications (also known as faxes) of consumer protected health information.  The BTCS workforce will adhere to the privacy of the consumer’s protected health information by adhering to Policy 1, General Policy Regarding Uses and Disclosures of Protected Health Information; Policy 2, Minimum Necessary Use and Disclosure; and Policy 18, Authorization for Use and Disclosure of Protected Health Information.  

Protected health information will be transmitted by facsimile only when the original record or mail-delivered copies will not meet the needs of the requesting party.

Location of Facsimile Machines.  Facsimile machines used for consumer care or consumer related services will not be located in areas accessible to the general public.  The machines will be located in secure areas whereby BTCS will limit access to only those persons whose roles require access to the protected health information of the consumer.

Successful Transmission of Communication.

· For Treatment, Payment and Health Care Operation Purposes.  The BTCS workforce member sending the facsimile transmission is not required to maintain a copy of the transmission or confirmation sheet.  However, it is at the discretion of BTCS whether a copy is maintained for future reference.

· For Purposes Other Than Treatment, Payment and Health Care Operations.  The BTCS workforce member sending the medical information for purposes other than treatment, payment and health care operations will account for the disclosure in accordance with Policy 23, Requests for Accounting of Disclosure of Protected Health Information.  
Misdirected Transmission of Communication.  If a transmission containing protected health information is not received by the intended recipient, the BTCS workforce member will check the internal logging system of the facsimile machine to obtain the number to which the communication was transmitted.  A facsimile message indicating the misdirection will be sent to the recipient requesting that the entire content of the misdirected communication be destroyed.  An adverse privacy incident report be documented and routed as dictated by Policy 25, Mitigation After Improper Use or Disclosure of Protected Health Information.
Receiving Facsimile Transmissions.   Each BTCS location is responsible for ensuring that incoming facsimile transmissions are properly handled.  When receiving a facsimile transmission of consumer care or consumer related services, staff will:

· immediately remove the transmission from the machine and deliver it to the recipient;

· manage protected health information received as confidential; and

· destroy or follow the sender’s instructions for consumer information transmitted in error and immediately inform the sender.

Accounting for Disclosures via Facsimile Transmission.  When disclosing protected health information through facsimile transmission, the disclosure will be documented and accounted for, dependent upon the type of information disclosed, per Policy 23, Requests for Accounting of Disclosures of Protected Health Information.
Definitions:

Consumer:  A person who, voluntarily or involuntarily, is seeking, receiving, or has sought or received services or treatment from BTCS.

Disclosure:  Releasing, transferring, providing access to or divulging in any manner protected health information outside BTCS.

Health Care Operations:  Includes any of the following activities:  (1) conducting quality assessments and improvement activities; (2) population-based activities related to improving health and reducing costs, protocol development, case management and case coordination, contacting consumers with information about treatment alternatives and related functions that do not involve treatment; (3) reviewing the completeness or qualifications of health care professionals, evaluating practitioner and provider performance, accreditation, certification, licensing or credentialing activities; (4) conducting training programs in which students, trainees or practitioners in area of health care learn, under supervision, to practice or improve their skills as health care providers; (5) conducting or arranging for medical review, legal services and auditing functions to include fraud and abuse detection and compliance programs; (6) business management, planning and development and general administrative activities; (7) resolution of internal grievances; and (8) creating de-identified information. 

Payment:  Activities undertaken by BTCS to obtain or provide reimbursement for the provision of health care to a consumer including:  (1) eligibility determination or coverage and adjudication or subrogation of health benefit claims; (2) billing, claims management, collection activities and related health care data processing; (3) review of health care services with respect to medical necessity, coverage under a health insurance plan, appropriateness of care or justification of charges; and (4) utilization review activities including precertification and preauthorization of services, concurrent and retrospective reviews.

Protected Health Information (PHI):  Any information that BTCS creates or receives that relates to the past, present or future physical or mental health condition of a consumer; or payment for services provided to the consumer; and which identifies or can be used to identify the consumer.

Treatment:  The provision, coordination or management of health care and services by one or more health care providers including:  (1) coordination of management of care between BTCS and a provider; (2) consultation among health care providers relating to a consumer; or (3)  the referral of a consumer for health care from BTCS to a health care provider or from one health care provider to another.

Use:  The sharing, employment, application, utilization, examination or analysis of protected health information within BTCS.

Workforce:  Employees, volunteers, trainees and other persons whose conduct, in the performance of work for BTCS, is under the direct control or supervision of BTCS whether or not they are paid by BTCS. 

