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ELECTRONIC MEDICAL RECORD AND ELECTRONIC SIGNATURES

Purpose
This procedure establishes Bluebonnet Trails Community Services’ (BTCS) process for: training of staff utilizing electronic signatures, password authentication of electronic signatures, requirements for requesting temporary Anasazi password, and requirements for voiding assessments, forms or treatment plans in the Electronic Medical Record (EMR) after they have been final approved. BTCS’ current Electronic Medical Record is Anasazi.  BTCS utilizes a hybrid system that includes both paper and electronic documents and manual and electronic processes. The Operating Procedure includes:

Definitions


Security


Passwords


Training


Documentation Procedures


Workflow


Voiding

​

I.
Definitions

Anasazi– The Center’s Clinical Data System and EMR

EMR Administrator/Designee – Staff assigned by the MIS Department to 
administrate the EMR system.


Authentication – Verification of the identity of the subject (author).


CARE Coordinator -- The staff person responsible for coordinating the exchange of 


information between Bluebonnet Trails Community Services’ Electronic Medical 



Record and the state’s CARE system.



Cleared – Term used to designate that the previous password was erased from the EMR 


system. This is usually implemented at the request of the staff member who has requested 

to reset their persistent password or by the administration if there is a reason to believe 


the password has been compromised.

Electronic Signature – A signature in electronic form, attached to or logically associated 
with an electronic record, that is capable of verifying the identity of the person using the 
signature. This signature is linked to the electronic record in a manner that prevents 
alteration of the record after signature and is considered a legally binding equivalent of 
the individual’s written signature.


EMR – Electronic Medical Record.


The legal medical/clinical/health record is comprised of individually identifiable data, in 
any form, that are collected, processed, stored, displayed, and utilized by staff of a 
healthcare agency to document a consumer’s healthcare status or service delivery. The 
legal medical/clinical/health record may be used for treatment/services, administrative, 
business or payment purposes and may comprise a hybrid system that includes:

1. Both paper and electronic documents

2. Both manual and electronic processes


Final Approved -- Refers to an assessment/form/treatment plan/progress note in the 
EMR that has been completed, electronically signed, and finalized, rendering it unable 
to be edited in any manner. 

Final Approved/Red Locked – A permanent record (Assessment, 
Treatment Plan or 
Progress Note) generated in the EMR that has been electronically signed by the User. It 
may be accessed for viewing or printing only. 


IS –Information Services


IS Security Policy – A document that the authorized individual has read, 
understood, 


and signed that details the confidential nature of the EMR Password and the 



authorized individual’s responsibility in handling the password

Password – A distinct and unique identifier that an authorized individual 
enters into the 
EMR system for purposes of signature authentication.


Saved/Green Locked – A temporary record (Assessment, Treatment Plan or Progress 
Note) generated in the EMR that has not been electronically signed by 
the User. It 
may be opened, edited or deleted during this period.


Temporary EMR  Password – A one-time use password that is issued to the 
authorized individual in order to gain access to the EMR system. The authorized 
individual will be prompted to select their own persistent password by the EMR system 
before 
entering the next session.



Void -- To remove a form/assessment/treatment plan/progress note from the current or 


“active” Electronic Medical Record of a consumer and mark as “no longer applicable” 


(VOID) in the EMR System.
II.
Technical Specifications for Valid Electronic Signatures:


In order to sign electronically, each user must pass an authentication system:

1. The first authentication requires the user to login to the BTCS Network. Each user will use their network user ID and must select their own unique confidential password. The password is changed every 90 days.
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2. The second  authentication requires the user to enter their BTCS Staff ID and confidential EMR specific password in order to access the EMR.
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3.
 In order to activate the electronic signature function the user must re-enter their confidential EMR specific password at the time of signing the electronic document. The user enters their staff ID. 
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The user then clicks on the “Yes” radio button to indicate the request to final approve the document. A password dialog box appears requiring the user to enter their confidential password. 

Once the user enters their confidential password, the date and time are completed.
Every consumer EMR assessment/form/treatment plan/progress note /service has an “event” date.  This is the date the service actually occurred.  The signature date and data entry date will be the date the event occurred or after.
4.
Technical security features will control the use of signatures by staff credential type. For example, in the electronic system, a QMHP-CS is prohibited from signing an MH Diagnosis form or other document which is restricted to the LPHA credential type.
III.
RULES FOR ASSIGNMENT OF PASSWORDS, AUTHENTICATION AND 


RESPONSIBILITIES:

1.
All new staff members are assigned a temporary EMR password by IS once a 


request to add them has been received and processed via the supervisor for the 


position. This request specifies the level of access to information necessary for the 

employee to complete their job tasks.



2.
All staff members requiring a subsequent issue of a temporary EMR 




password shall contact the EMR Administrator/Designee to make their 




request, which may result when staff members:


a.
have lost their temporary EMR password, 


b.
have forgotten the temporary password, or 


c.
are unable to utilize their persistent EMR  password, including those 


who have forgotten this password.




d.
access has been removed by administration
3.
When making the request, the staff member should be prepared to confirm their 

identity through the following methods, to the satisfaction of the appropriate 

EMR Applications Administrator/Designee.

a.
Full Name;


b.
Login ID;


c.
Employee ID number; and


d.
Social Security number if needed


4.
Once the staff member’s identity has been established to the satisfaction of the 



EMR Administrator/Designee, the staff member’s password will be 




“cleared” by the EMR Administrator/Designee, and a new temporary EMR 



password will be generated.


5.
When the temporary password has been provided to the designated employee, it is 
that employee’s personal responsibility to:


a.
safeguard the password, 


b.
remember the persistent password that they choose, and 


c.
to prevent the security of that password from being compromised in any 


way. 



6.
Changes to documents may only be made by the person originally 





signing electronically or staff designated by the Executive Director or her 




designee. 

IV.

TRAINING REQUIREMENTS OF ALL PERSONNEL UTILIZING EMR and 


ELECTRONIC SIGNATURES:


All employees participating in documentation in EMR MUST:
1. Attend EMR training appropriate to their assigned tasks before using the EMR 
2. Sign the Security Policy form;
3. Agree to appropriately use EMR password to authenticate entries into the EMR;
4. Agree to keep their EMR password confidential; and
5. Agree to contact the EMR Administrator/Designee if the EMR password confidentiality has been breached or if other EMR password problems arise.

V.
General Documentation Procedures:

The complete legal medical/clinical/health record may physically exist in separate and multiple consumer records or computer-based databases.  Certain documents Final Approved in the EMR with dates of service beginning October 1, 2009 or after will be electronically signed and considered original documentation (refer to the List of Electronic Forms attached to this procedure). Documents specified will not require an ink signature, and will not have to be printed for filing in the consumer record, although printing and filing in the client record is optional as determined by the program director.  Documents Final Approved in the EMR with a service date before October 1, 2009, must be printed and will require an ink signature. Any other documents that supplement the consumer record must be printed.

To be considered authentic, entries in the legal medical/clinical/health record will be:

1.
Documented in the normal course of business 

2.
Kept in the regular course of business

3.
Made at or near the time of the matter documented

4.
Made by a person within the business with knowledge of the acts, events, conditions, opinions, or diagnoses appearing in it. 
VI.
Implementation Workflow (Anasazi)

1. Provider staff will complete a document in the correct consumer’s EMR
2. Provider staff will review the document for accuracy and Final Approve the document. Once Final Approved, the document can no longer be modified. If an error is made, a request for correction must be made to the EMR Administrator/Designee a). via email or b). via telephone, referencing case number, date of service and a brief explanation of the problem to support the Corrections Request. 

3. Once a document has been Final Approved, the signature will be displayed as follows and will printed with credentials: 
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+
4. The Final Approved document does not require an “ink” signature to be valid. The electronic signature resulting from use of this application will satisfy the signature requirements for an electronic document.  A Non Final Approved electronic document is considered incomplete.  

A Final Approved document will bear the words “Electronically Signed” under the provider’s printed name, and employee number (visible if the document is printed). 

5. The Final Approved document does not have to be printed and filed in the clinical record. Staff is strongly encouraged to view documents available in the EMR rather then relying on a paper copy. Printing copies of electronic documents will be minimized.

7.
In the event that the EMR is not operable for any reason (power outages, and 

related disasters disabling any computer operations, whether isolated at remote locations, and/or central data center is adversely impacted), a manual system will be used. Backup forms for services normally documented in the EMR will be available at each BTCS  location for staff use. Upon completion, the paper form must be submitted to data entry staff for entry into the EMR when it becomes available. 
VII.
VOIDING OF ELECTRONICALLY SIGNED DOCUMENTS:

1.
When an assessment/form/treatment plan/progress note that has been final 



approved in the EMR needs to be voided, the staff person or his/her direct 



supervisor must submit a request in writing or via electronic mail to the EMR 


Administrator/Designee


The following information must be included in order for the requested void to be 


processed and completed by the EMR Administrator/Designee:

a.
consumer case number;


b.
name of assessment/form/treatment plan/progress note


c.
date of 
assessment/form/treatment plan/progress note; 

d.
the time the form was signed by the clinician who completed it, and if 


needed

e.
the reason the staff person requests that the form be voided.

            2.

Once the void is completed in the Electronic Medical Record (EMR), the 



Designee will notify the staff person requesting the void that the void has been 


completed.



Staff will adhere to the rules for completion of edit and correction of 



duplicate/overlapping or erroneous entries as specified 


Technical assistance or Refresher Training may be requested at any time 

VIII.
Medical Record Audit Processes:

External Medical Record Audits will be coordinated through the Quality Management 

Director/Designee or other managers, as appropriate, who will notify appropriate staff of
 the need to access paper or electronic documents.  If access to electronic 
information is requested,  only the minimum amount of information necessary to 
complete the required task will be provided. 
IX.
Information Requests:  must be processed by medical records or other designated staff in accordance with BTCS release of information polices and procedures, and applicable laws, rules and regulations. In response to requests for information from internal or external requestors, consumers or their legally authorized representatives, and for subpoenas, court orders, audits, or for other healthcare operations, medical records staff will follow these steps: 

1. 
All routine requests for consumer information received will be forwarded to unit staff for processing. Central Medical Records staff will process requests for Williamson County Mental Health Services..  All subpoenas and court orders will be reviewed with the Client Rights Officer/Privacy before being processed if consultation is needed. Each request will be carefully reviewed and processed in accordance with BTCS release of information procedures.

2.
Valid information requests will be processed by printing appropriate documents from the   EMR and making copies from the paper clinical record. If required to   process the information request, Non Final Approved documents will be printed from the   EMR and provided to the requestor. Non Final Approved documents will be electronically identified by the words “Draft” in the upper right corner of the document.          

X.
Monitoring Procedures and Reports 


In order to ensure that all documentation generated in the EMR is complete (Final 
Approved), the following steps will be implemented.
1.
Center Directors/Designees will (Weekly):



a. 
Generate a Non Final Approved Progress Notes report. 



b. 
Generate an Assessment Listing Report.


d. 
Circulate a notice of all incomplete progress notes and assessments for 



immediate action. 


e. 
Report all unresolved incomplete Notes & Assessments referencing Case 



Number, Form Number or Assessment Title, date of service with reason 



for incompletion to Reimbursement for assistance.


2.
Reimbursement Staff (Monthly):  


a. 
Generate Non Final Approved Progress Notes Report



b. 
Generate Assessment Listing Report 



c. 
Generate Duplicate/overlapping Services Report 



e. 
Disseminate selected report findings to the appropriate manager. 



f. 
Provide appropriate technical assistance in order to resolve incomplete 



services. 
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