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ELECTRONIC MAIL CONTAINING PROTECTED HEALTH INFORMATION

PROCEDURE:  Bluebonnet Trails Community Services workforce has a responsibility to use electronic mail appropriately, effectively and efficiently.  The BTCS workforce will strictly observe the standards relating to electronic mail (also known as email) containing consumer protected health information.  The BTCS workforce will adhere to the privacy of the consumer’s protected health information by adhering to Policy 1, General Policy Regarding Uses and Disclosures of Protected Health Information; Policy 2, Minimum Necessary Use and Disclosure; and Policy 18, Authorization for Use and Disclosure of Protected Health Information.  

Ownership.  Electronic mail sent, received or stored on computers owned, leased or administered under the custody and control of BTCS is the property of BTCS.

Maintenance of Information in the Medical Record.  Electronic mail containing protected health information will be treated with the same degree of privacy and confidentiality as the consumer’s medical record.  BTCS will make all electronic mail messages sent or received concerning the treatment of a consumer part of the consumer’s medical record.  

Encryption.  The Center will assess the need for encryption of any electronic message transmitted over the public or private network containing information that could identify an individual as a consumer.  The need will be assessed based upon the probability and criticality of potential risks to electronic submission of the protected health information considering:

· the size and complexity of the Center’s business operations and capabilities;

· the Center’s technical infrastructure, hardware, and software security capabilities and ability to achieve the necessary and appropriate security of the electronic submission of the protected health information; and

· the costs of implementing encryption as a security measure considering the needs of the consumer and the business operations of the Center.

The Center will implement encryption when the assessed risk warrants this process.  When used by the Center, the Center will secure any keys or encryption devices used to de-identify protected health information.  If an authorized user wishes to encrypt protected health information the authorized user will ensure that:

· the code or other means of record identification is not derived or related to information about the individual and is not otherwise capable of being translated so as to identify the individual; and

· any person involved in encrypting the protected health information does not use or disclose the code or other means of record identification and does not disclose the mechanism to accomplish re-identification.

Confidentiality.  Any electronic mail message that includes information that could identify an individual as a consumer will include a subject header or “flag” to indicate that the communication is “personal and confidential”.

Internal Electronic Mail.  The BTCS workforce may use and disclose protected health information through BTCS’s internal electronic mail system for treatment, payment or health care operations.  However, for uses other than treatment, payment or health care operations, BTCS will encrypt the protected health information transmitted via the internal electronic mail system.  This need will be assessed based upon the probability and criticality of potential risks to electronic submission of the protected health information considering:

· the size and complexity of the Center’s business operations and capabilities;

· the Center’s technical infrastructure, hardware, and software security capabilities and ability to achieve the necessary and appropriate security of the electronic submission of the protected health information; and

· the costs of implementing encryption as a security measure considering the needs of the consumer and the business operations of the Center.

The Center will implement encryption when the assessed risk warrants this process.

External Electronic Mail.  The BTCS workforce may not send or forward any protected health information outside BTCS network via electronic mail unless specifically authorized by the consumer or unless the information is encrypted.  

Electronic Mail Exchanges with Consumers.   Due to the inherent risks involved in electronic communications, consumers who wish to communicate by electronic mail will be informed of the following:

· electronic mail is not appropriate for emergencies or time-sensitive issues;

· highly sensitive or personal information should not be communicated by electronic mail unless the communication is encrypted;

· any electronic mail from BTCS that includes protected health information will be encrypted;

· staff other than the clinical professional treating the consumer may read and process the electronic mail;

· no one can guarantee the security and privacy of electronic mail messages; and

· any electronic mail message from a consumer must include:

· the category of communication in the subject line (i.e., prescription refill, appointment request, appointment cancellation, etc.); and

· clear consumer identification including the consumer name, telephone number and consumer case number, if known, in the body of the message.

Accounting for Electronic Mail Disclosures.  When disclosing protected health information through electronic mail, the disclosure will be documented and accounted for, dependent upon the type of information disclosed, per Policy 23, Requests for Accounting of Disclosures of Protected Health Information.

Definitions:

Consumer:  A person who, voluntarily or involuntarily, is seeking, receiving, or has sought or received services or treatment from BTCS.

Disclosure:  Releasing, transferring, providing access to or divulging in any manner protected health information outside BTCS.

Encryption:  The transformation of data into a form unreadable by anyone without a secret decryption key.  Its purpose is to ensure privacy by keeping the information hidden from anyone for whom it is not intended.  In relation to security, it is the ciphering of data by applying an algorithm to plain text to convert it to cipher text so that the text becomes unintelligible.  Once encrypted, data can be stored or transmitted over unsecured lines.  Protected Health Information (PHI):  Any information that BTCS creates or receives that relates to the past, present or future physical or mental health condition of a consumer; or payment for services provided to the consumer; and which identifies or can be used to identify the consumer.

Health Care Operations:  Includes any of the following activities:  (1) conducting quality assessments and improvement activities; (2) population-based activities related to improving health and reducing costs, protocol development, case management and case coordination, contacting consumers with information about treatment alternatives and related functions that do not involve treatment; (3) reviewing the completeness or qualifications of health care professionals, evaluating practitioner and provider performance, accreditation, certification, licensing or credentialing activities; (4) conducting training programs in which students, trainees or practitioners in area of health care learn, under supervision, to practice or improve their skills as health care providers; (5) conducting or arranging for medical review, legal services and auditing functions to include fraud and abuse detection and compliance programs; (6) business management, planning and development and general administrative activities; (7) resolution of internal grievances; and (8) creating de-identified information. 

Payment:  Activities undertaken by BTCS to obtain or provide reimbursement for the provision of health care to a consumer including:  (1) eligibility determination or coverage and adjudication or subrogation of health benefit claims; (2) billing, claims management, collection activities and related health care data processing; (3) review of health care services with respect to medical necessity, coverage under a health insurance plan, appropriateness of care or justification of charges; and (4) utilization review activities including precertification and preauthorization of services, concurrent and retrospective reviews.

Treatment:  The provision, coordination or management of health care and services by one or more health care providers including:  (1) coordination of management of care between BTCS and a provider; (2) consultation among health care providers relating to a consumer; or (3)  the referral of a consumer for health care from BTCS to a health care provider or from one health care provider to another.

Use:  The sharing, employment, application, utilization, examination or analysis of protected health information within BTCS.

Workforce:  Employees, volunteers, trainees and other persons whose conduct, in the performance of work for BTCS, is under the direct control or supervision of BTCS whether or not they are paid by BTCS. 
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