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APPROVED AND PROHIBITED USES OF BTCS INFORMATION SYSTEMS

PROCEDURE:  Bluebonnet Trails Community Services (BTCS) information systems includes the computers, network Internet connections, software applications and electronic mail systems made available to the workforce users.  The information systems are intended for use to support the business of BTCS and to help BTCS workforce perform their duties.  

Approved Uses of the BTCS Information Systems.  The information systems are intended for business purposes.  Incidental personal use is permissible so long as it:

· does not consume more than a trivial amount of resources;

· does not negatively affect user productivity; and

· does not interfere with any business activity.

Prohibited Uses of the BTCS Information Systems.  Users are expressly prohibited from using BTCS’s information systems for any of the following purposes:

· copying or transmitting any document, software or other intellectual property protected by copyright, patent or trademark law without proper authorization by the owner of the intellectual property;

· engaging in any communication that is threatening, defamatory, obscene, offensive or harassing;

· promoting political activities including sending political messages and solicitation of funds;

· gambling;

· viewing, downloading or exchanging pornography;

· engaging in illegal activities of any kind;

· disclosing protected health information in a manner inconsistent with BTCS privacy policies;

· using electronic mail addresses for marketing purposes without explicit permission from the targeted recipient;

· forwarding electronic mail from BTCS legal counsel, or the contents of that mail, to individuals outside of BTCS without the express authorization of legal counsel;

· misrepresenting, obscuring, suppressing or replacing a user’s identity on an electronic communication;

· obtaining access to files or communications of others with no substantial company business purpose; and

· attempting unauthorized access to data,  attempting to breach any security measure on any electronic communication system or attempting to intercept any electronic communication transmissions without proper authorization.

Enforcement, Discipline and Dismissal.  The member of the BTCS workforce violating any part of this policy is subject to disciplinary action up to and including dismissal.  BTCS reserves the right to immediately terminate for cause any contract or business relationship with any user violating any part of this policy.  BTCS will report to appropriate authorities any breach of this policy that is in violation of the law.

Definitions:

Information Systems:  Includes the computers, network Internet connections, software applications and electronic mail systems made available to the workforce users; and are intended for use to support the business of BTCS and to help BTCS workforce perform their duties.
Protected Health Information (PHI):  Any information that BTCS creates or receives that relates to the past, present or future physical or mental health condition of a consumer; or payment for services provided to the consumer; and which identifies or can be used to identify the consumer.

Workforce:  Employees, volunteers, trainees and other persons whose conduct, in the performance of work for BTCS, is under the direct control or supervision of BTCS whether or not they are paid by BTCS.

